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Secure Embedded Web Server

The Secure Embedded Web Server is specifically designed for embedded systems, and features
Sfull IPv6 support. This enables development and service personnel to use a standard Web

browser to securely configure, monitor and manage an embedded system over the Internet.

S ° the World Wide Web
I n C e emerged globally in
the mid 1990s, the underlying proto-
col has become probably the most used
communication standard on the Inter-
net. Millions of people around the
world surf the Internet every day, in
most cases without thinking about what
actually takes place on the network. The
protocol that makes user agents or Web
browsers able to talk to a Web server is
called Hypertext Transfer Protocol or
HTTP.

Integrating a Web server in an em-
bedded product presents special require-
ments on the server in terms of memory
consumption, performance, security
and functional requirements. Embed-
ded HT TP servers are more often used
to display dynamic information about
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The standard protocol between Web brows-
ers and servers is HTTP It completely lacks
security features, and therefore enables a
minimum Web Server footprint.

the product than to provide large
number of informational HTML pages.
Another purpose can be to provide a
means to configure the product or dis-
play its status through a Web interface.

The Interpeak Web Server is a ver-
satile, configurable, high performance
HTTP server that has low ROM and
RAM footprint. It is specifically de-
signed for operating in an embedded
environment.

IPv4 and IPv6 Operation

The Web Server supports the traditional
IPv4 protocol as well as the new IPv6
version. It can be configured to use

IPv4, IPv6 or both.

HTTP/1.0 and HTTP/I.1

The Web Server includes support for
HTTP versions 1.0 and 1.1 as well as
pre 1.0 clients.

Persistent Connections

Web browsers running older versions
of the HT'TP protocol generated anew
TCP connection for each URI, which
could possibly increase the load on the
HTTP server and cause network con-
gestion. The HTTP/1.1 specification
defines how persistent connections
should be implemented. The Interpeak
Web Server supports persistent connec-
tions for HTTP/1.1 requests.

Concurrent Server

The default operation of the Web Server
is to run as a concurrent server, which
means that it can handle simultaneous
requests from different clients. It can
also be configured to run as a single
process, thus supporting only one re-
quest at a time. This configuration is

useful when minimum footprint is de-
sired.

Pipelined Requests

A client may pipeline requests, i.e. send
multiple requests without waiting for a
response. The Interpeak Web Server
supports such requests, which may im-
prove performance radically for certain
combinations of request/response sce-
narios.

HTTP Methods

In addition to the mandatory GET and
HEAD methods, the Web Server also
supports the POST method. This ena-
bles the Web browser to transmit enti-
ties to the Web Server.

Filesystem Mode

The Filesystem Mode is maybe the most
obvious mode for a HTTP server in
which the server matches incoming re-
quest-URIs with paths and filenames
on the target’s embedded file system.

Precompiled HTML

When the target system lacks a file sys-
tem, it is possible to have HTML pages
and other files embedded in the target
system image. The conversion of the
HTML files are done with a HTML to
C compiler called iphtmlc, which is in-
cluded in the Web Server product.

Function Hooks

Function hooks provide a way to ex-
ecute C code functions based on the
request-URL. This mode is very similar
to CGI scripts used in common Web
servers. Several public API functions are
available as well as custom methods for
sending HTTP headers and entities.



Web Server Features

T h HTTP protocol contains

e no security features. This
means that the information exchanged
between the server and the browser is
sent in clear. Confidential information
can be inspected and even modified in
transit, which in unacceptable in many
embedded applications.

To overcome this security limita-
tion, the HTTPS protocol was in-
vented, and has now become the de
facto standard for secure web commu-
nication. It introduces Secure Socket
Layer (SSL) functionality in the com-
munication between the Web Server
and the browser. This almost eliminates
the risk of security breaches.

The Interpeak Secure Web Server
supports the SSL protocol through the
optional Interpeak SSL module. Inter-
peak SSL contains an extensive imple-
mentation of the SSL protocol version
1.0 and 2.0, as well as its successor TLS
1.0. The SSL support is configurable,
and can be tailored to get minimum
footprint.
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The Web Server can improve security by
using SSL functionality for the commu-
nication with the browser.

Interpeak WEBS features. *SSL is supported in the optional Interpeak SSL module.

Confidentiality

When SSL is used, the communication
between the Web Server and the brow-
ser is encrypted, which makes it virtu-
ally impossible for a third party to ac-
cess confidential information.

Integrity

SSL will ensure that no one can modify
the contents of messages in transit be-
tween the Web Server and the browser.

Replay Protection

SSL contains protection against replay
attacks, where old messages are used
which previously have been sent be-
tween the Web Server and the browser.

Secure Transfer

With SSL you can securely access more
services and transfer more information
over the Internet. The security level of
the web interface is significantly im-
proved with SSL. This makes it possi-
ble to make more critical services and
sensitive information available to web

browsers. This means new business op-
portunities and lowered costs.

Authentication

Client authentication using X509 cer-
tificates is much more secure than the
traditional password authentication.
When the client authentication of SSL
is used, smart cards can be used with
the browsers. This provides the strong-
est login security available today!

Strong Encryption

The Interpeak Web Server supports
both strong symmetric keys (128 bits
or more) and strong asymmetric keys
for certificates (1024 bits or more).

No Additional Client Software
Required

All major web browsers, e.g. Netscape,
Internet Explorer, Opera, etc. already
support SSL. This means that no addi-
tional client software is required when
using the Interpeak Secure Web Server.



Interpeak Secure Networking Software
Interpeak provides state-of-the-art networking solutions specifically designed for
embedded systems. The company’s embedded networking and security software
is currently used in thousands of applications across the globe.

Headquartered in Stockholm, Sweden, Interpeak operates through a global
network of distribution channels and has its own sales and field application force
dispersed in strategic locations worldwide, including the USA, Europe, and Asia.
For additional information, please visit our homepage wwuw.interpeak.com.
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