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Layer 2 Tunneling Protocol

Secure dial-in corporate solutions have traditionally required long-distance telephone calls
and investments in infrastructure such as Network Access Servers. Interpeak L2TP introduces

a new amount of flexibility by allowing the public Internet to be used for secure dial-in VPN.
companies today are

M any looking for a dial-in

solution where the employees can ac-

cess the corporate network from a re-

mote location. Since security is a ma-

jor concern in such networks, the only

available setup has involved long-dis-

tance telephone calls to corporate Net-

work Access Servers (NAS). This has

introduced a number of important

drawbacks:

¢ Increasing the call capacity requires
that additional telephone lines and
NAS’s are used.

* Evolving broadband technologies
require updates of the NAS’s.

* Long-distance telephone calls often
have to be used.
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In the compulsory tunneling mode, PPP frames from the re-
mote client are tunneled transparently to the corporate LAN.
This means that the remote client has no control of the tunnel,
and it will appear as it is connected directly to the corporate
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The L2TP Solution

The L2TP protocol provides a power-
ful solution to this, where traditional
NAS work is split in two parts which
can be physically separated from each
other. The first part of the NAS work
is managed by an L2TP Access Con-
centrator (LAC) and contains the phy-
sical interface to the dial-in user. The
second part of the NAS work is per-
formed by an L2TP Network Server
(LNS), which is connected to the cor-
porate LAN.

The LAC and LNS communicate
through the public Internet, using the
User Datagram Protocol (UDP). This
enables the use of local distance dial-in
connections to the LAC, which may be
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Interpeak L2TP inserted in a
TCP/IP stack to perform
tunneling of PPP frames.

located near the dial-in client. It also
means that the corporate infrastructure
(i.e. number and characteristics of in-
coming lines) remains unmodified if
call capacity has to be increased.
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network through a PPP connection. The L2TP software will
add an L2TP header to each PPP frame that is to be tunneled.
This header is used in the other end of the tunnel, where the
L2TP packets are demultiplexed.
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Interpeak L2TP Features

L2T P operates by tunneling

Point-to-Point Proto-
col (PPP) frames over non-point-to-
point networks. PPP is the most com-
monly used protocol to provide remote
access over dial-up lines.

Since the remote client is commu-
nicating by means of the PPP proto-
col, no extra client software is required.
The same setup is used as when con-
necting to a normal ISP.

Wi idely Used Protocol

The L2TP protocol is specified in RFC
2661, and is created by merging the
Cisco L2F and the Microsoft PPTP
protocols. L2TP has now replaced its
two predecessors, and is widely used in
new VPN designs. Windows 2000
from Microsoft contains for example
an L2TP client.

Supports LAC operation compliant to RFC-2661.
SNMP/MIB data collection and control support:*
L2TP MIB [RFC-3371]

Interfaces MIB [RFC-2233]

IP Tunnel MIB [RFC-2667]

Configurable host name or challenge authentication.
Supports proxy authentication and LCP.

Uses slow start and congestion avoidance algorithm.
Explicit or implicit tunnel control.

Supports both incoming and outgoing tunnels and sessions.
Delivered in ANSI compliant ’C” source code.

Complete ready-to-run RTOS integration with examples,
makefiles etc.

Configured by powerful shell commands.

Interpeak L2TP features.
* MIB support requires integration with SNMP agent software.
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The voluntary tunneling mode is characterized by the remote  the same way as when using compulsory tunneling, the LNS
client having LAC functionality built-in and thereby being able  will see no difference between the two modes.
to control the tunnel. Since the L2TP protocol operates exactly



Interpeak Secure Networking Software
Interpeak provides state-of-the-art networking solutions specifically designed for
embedded systems. The company’s embedded networking and security software
is currently used in thousands of applications across the globe.

Headquartered in Stockholm, Sweden, Interpeak operates through a global
network of distribution channels and has its own sales and field application force
dispersed in strategic locations worldwide, including the USA, Europe, and Asia.
For additional information, please visit our homepage wwuw.interpeak.com.
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